NHOOPMAIIMOHHASA ITAMATKA
JJIS1 OBYYAIOIIIUXCSA

C KaXXapIM TOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCA OOJIBIIE, & MIKOJBHUKH OJHU U3 CaMbIX
aKTHBHBIX MOJb30BaTenel Pynera. Mexnay TemM, HOMMMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HECET U MPoOJIeMbl. DTa MaMATKa J0JKHA TOMOYb Tebe 0€3011aCHO HaXOUThCS B CETH.

KomnbrorepHbie BUpYChI

KoMmnbroTepHbIil BHpPYC - 3TO Pa3sHOBHIHOCTb KOMIIBIOTEPHBIX MPOrpaMM, OTJIMYUTEIbHON
OCOOEHHOCTBIO KOTOpPOH SBISIETCS CIOCOOHOCTh K PasMHOXKEHHIO. B nomosHeHne k 3roMmy,
BHUPYCHl MOTYT OBPEIUTH WU MOJHOCTHIO YHUUTOXUTH BCe (Dbl U JaHHBIE, IOJKOHTPOJIbHbBIE
MI0JIb30BATENI0, OT HMEHM KOTOpPOro ObLIa 3amyllieHa 3apakeHHas Iporpamma, a TaKxke
MOBPEIUTh WM JIa)Ke YHMUTOKUTH OINEPAIlMOHHYI0 CHCTEMY CO BceMu Qaitnamu B ueioM. B
OOJIBIIMHCTBE CIIy4aeB PaCIPOCTPAHSIIOTCS BUPYChI Uepe3 UHTEPHET.

Memoowt 3auiumul om 8peO0OHOCHBIX NPOPAMM:

1. Hcnone3yli COBpPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HUMEIOIINE CEPbE3HBIH YPOBEHb
3aIIUTHI OT BPEAOHOCHBIX POTPaMM;
2. [locTosHHO ycraHaBnuBail mautu (UU(GPOBBIE 3aIUIATKH, KOTOPbIE AaBTOMATHYECKU

YCTaHABIIMBAIOTCS C IEJIbIO JOPAOOTKHU IIPOTrpaMMBbl) U IPyTHe OOHOBIICHUS CBOCH OMepaliMOHHON
cucteMbl. CkaunBaif WX TOJBKO ¢ oduIMATBbHOTO caiita paspadotunka OC. Eciu cymiecTByer
PEXKUM aBTOMATHUECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. PaGoraii Ha cBoeM KOMITbIOTEpE O] IIpaBaMH MOJIb30BaTENs, a HE aJIMUHUCTpATOpa. DTO
HE TO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTpaMM HMHCTAJUIMPOBATHCA HA TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yli aHTUBUPYCHBIE NPOrPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOIUTENEH, C
aBTOMAaTHUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GU3NYECKU JOCTYN K KOMIBIOTEPY ISl TOCTOPOHHUX JIUII;

6. Hcnonb3yii BHENTHUE HOCUTENW HH(OpMAIMM, Takue Kak ¢uiemka, IUcK win ¢aiin u3
UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpriBail koMIblOTepHBIEC (ailiibl, MOJYYEHHbIE U3 HEHAJICKHBIX MCTOYHHUKOB. Jlaxke

Te (haiiiIpl, KOTOpbIE MPHUCTAT TBOM 3HAKOMBIIA. JIydllle yTOUYHHU y HEro, OTIPABIISI JIU OH TeOe UX.

Cetn WI-FI

Wi-Fi -3T0 He BuJ niepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIbL OpeH, Mapka. Eme B 1991
rofy HuUAepiaHjackas KommaHus 3apeructpupoBana Openg "WECA", dro o6o3Haudano
cnoBocoueranue "Wireless Fidelity", koTopslit mepeBouTCs Kak "OGecrpoBOiHAS TOYHOCTS".

Jlo Hamiero BpeMeHHM JOIUIA Jpyrasi abOpeBHuaTypa, KOTopas SBISETCS TaKOW K€ TEXHOJOTHUEH.
Oto abOpeuatypa "Wi-Fi". Takoe Ha3BaHuWe OBLIO JaHO ¢ HAMEKOM Ha CTaHAAPT BBICIICH
3BykoBoi TexHuku Hi-Fi, 4To B mepeBojie 03HadaeT "BhICOKast TOYHOCTH".

Jla, OecrutaTHBI WHTEPHET-IOCTYN B Kade, OTeNsX M ad’poroprax SBISETCS OTIUYHOUN
BO3MO>KHOCTBIO BBIXOZIa B HHTEpHET. HO MHOTHE 3KCIIepPThI CUUTAIOT, 4TO obmeaocTynHbie Wi-Fi
CETH HE SIBJITFOTCS O€30MaCHBIMHU.

Cosembl no 6e3onacnocmu padomol 6 oouedocmynuuvix cemax Hi-Fi,:

1. He nepenagaii cBoto nyHyto nHpopmanmio yepe3 obmenocrynusie Wi-Fi ceru. PaboTtast B
HUX, K€JIaTeJIbHO HE BBOJUTH MAPOJIH JIOCTYIIA, JIOTMHBI U KAKHE-TO HOMEPA;

2. Hcnonb3yit 1 OOHOBISIH aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM T



oOe3omacuiilb cedst 0T 3aKaYyKU BUpYyca Ha TBOE YCTPOIMCTBO;

3. [Ipn wucnons3zoBanum Wi-Fi otkmoun ¢ynkuuro "OOwmmi poctyn Kk ¢dainam u
npunrepaM". JlanHass (yHKUMS 3aKphITa MO YMOJIYAHUIO, OJHAKO HEKOTOpbIE IOJIb30BATEIN
aKTUBUPYIOT €€ JJi y00CTBa UCIOJIb30BAHUS B padoTe WK y4yeoe;

4. He ncnons3yit nyoanunbiii WI-FI qist nepenaum AMUHBIX TaHHBIX, HAIPUMED 7S BBIXOJA
B COL[MAJIbHBIE CETH UJIU B AJIEKTPOHHYIO M1OYTY;

5. Ucnonw3yii Tonpko 3amuiiennoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e. mpu nabope
BeO- agpeca BBoau uMeHHO "https://";

6. B MoOunsHOM Tenedone otkmoun pyHkuuoo "llonkmrouenune k Wi-Fi aBromatnuecku".
He nomyckaii aBTomMmaTH4ecKoro NoAKIOYEHHs ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTH

ConuanbHble CETH AKTUBHO BXOJST B Hallly >KW3Hb, MHOTHE JIIOJU palbOTalOT U KUBYT Tam
nmoctosiHHO, a B Facebook yke 3apeructpupoBaH MWIIHAPA YEJIOBEK, YTO SIBIISETCS OJHOMU
cebMOM BceX JKuTenel miaHeTbl. MHOIMe MoJsib30BaTelld HE MOHUMAIOT, 4YTO HHpopmanus,
pa3MelieHHas MU B COLIMANIbHBIX CETAX, MOXKET OBbITh HaliJIeHa U MCIOJIb30BaHA KEM YTOAHO, B
TOM 4HCJe HEe 00s513aTeNbHO ¢ OJIaruMU HaMepeHUSIMHU.

Ocnoenvle cogemul no 0€30NACHOCIMU 8 COUUATbHBIX CEMAX:

1. OrpaHuyb CHUCOK JApy3el. Y TeOs B IPy3bAX HE JOJKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amuinai CBOI YacTHYIO >kKM3Hb. He ykasbiBaii mapoinu, TenedoHsbl, ajpeca, AaTy TBOETO
POKIIEHUSI W JIPYTYIO0 JHYHYI0 HHGOPMAIUIO. 3IO0YMBIIIJICHHUKH MOTYT HCIOJb30BaTh Jaxe
UH(GOPMALIMIO O TOM, KaK Thl U TBOM POJAUTENH IJIAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3ammmiail cBOIO pemyTaluio - AEpKHU €€ B YHCTOTE M 3ajaBail cebe BOmpoc: XOTen Obl ThI,
YTOOBl JPyrHe MOJb30BAaTENM BUAENIH, YTO Thl 3arpyxaemb? [logymaii, mpexie 4eM YTO-TO
OITy0JINKOBATh, HAMKUCATD U 3aTrPYy3UTh;

4.  Eciu Tl TOBOPHUIIB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE pEallbHOE UM U
JPYTYIO JUYHYIO0 UH(DOPMAIIMK: UM, MECTO KHUTEJIbCTBA, MECTO y4eObl U MpoYee;

5. U30Gerait pazmemenust gororpaduii B MHTEpHETE, Te Thl M300pa)Ke€H Ha MECTHOCTH, IO
KOTOPOM MOXHO OIPEACIIUTH TBOE MECTOIOJI0KEHUE;

6. Ilpu peructpanuu B COIHMAIBbHON CETH HEOOXOJUMO HCIIONB30BATh CIIOXKHBIC MapOJIH,
cocrosiire U3 OykB U MUQP U C KOJINYECTBOM 3HAKOB HE MeHee §;

7. Jns couuanbHOM CeTH, MOYTHI M JPYrHMX CaWTOB HEOOXOIUMO HCIOJIb30BaTh pa3HbIC
napoiu. Toraa ecnu TeOsl B3IIOMAIOT, TO 3JIOYMBIIUICHHUKHU TMOJIYYaT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE 1eHbI'H

3J'IeKTp0HHI>Ie JCHBI'M - OJTO O4YCHb y,I[06HLII>i croco0 rmaTexceﬁ, OIHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPLIC XOTAT IIOJIYUYUTDb 3THU JCHBI'H.

SHGKTPOHHBIC JCHBI'M IIOABUJIMCH COBCEM HCIABHO M HMCHHO H3-3a 3TOrO BO MHOI'UX
rocygapCtBax 40 CHUX IIOP HE IIPOIMHCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu (QyHKIIMOHHPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, IJie UX pa3JelsiioT Ha
HECKOJIBKO BHJIOB - aHOHHMHBIC U HE aHOHUMHbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - OTO T€, B
KOTOPBIX pa3pelraercs MPOBOAUTH oOmepanuu 0e3 WACHTU(UKAMN I0JIb30BaTEeNsd, a B HE
AaHOHUMHBIX UACHTU(UKALINSA MTOB30BATENS SABISETCS 00SI3aTEIBbHOM.

Taxoke crnemyeT paznuyaTh dJIEKTPOHHbIE (pUaTHBIEC AEHBIH (PaBHBI FOCYIAPCTBEHHBIM BaJIOTAM)
U DJIEKTPOHHBIC He(HATHBIE IEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BATIOTAM).



OcHogHble cogembl no 6e30nacHoll padome ¢ I1EKMPOHHBIMU OCHbZAMU:

1. IlpuBsxu K cuery MOOWIbHBIA TenedoH. DTO camplii yJOOHBIM M OBICTPBIA C€IIOCOO
BOCCTAHOBUTh JAOCTYyNn K cuery. llpuBsizanHblii TenedoH NOMOXKET, eciu 3al0ynenib CBOMN
IJIATEKHBIN MapOJIb WM 3aiACIIb Ha CAUT C HE3HAKOMOI'O YCTPOWCTBA;

2.  Hcnonb3yit ogHopasosie napoiu. [locne nepexojia Ha yCHICHHYIO aBTOPU3AIIUIO TeOE yiKe
He OyJIeT yrpoXaTh ONAaCHOCTh KPayKU WIIM IepexBara IJIaTeKHOI0 MapoJis;

3.  Bnibepu cnoxubiii nmaposs. [IpecTtynHukam OyAeT HE MPOCTO yrajaTh CIOXKHBIA MapoJb.
Hanexxnble maponu - 3T0 Mapoju, KOTOpPbIE COAEepaT HE MEHee 8 3HAKOB M BKIIOYAIOT B CeOs
CTPOYHbIE W TPOIMUCHBIE OYKBBI, IMU(PPHl U HECKOJbKO CHMBOJOB, TaKHe€ Kak 3HaK JoJuiapa,
(dyHTa, BOCKJIMIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOU JIMYHBIEC JAaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIb.

JJIeKTPOHHAS MOYTA

DJEeKTpOHHAS TIOYTa - 3TO TEXHOJOTHS M MPEIOCTaBIsIEMbIE €0 YCIYTH IO TEPEChUIKE H
TIOJTYYSHHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPHIE pPACIPENENIIOTCS B KOMIBIOTEPHOW CETH.
OOBIYHO AIIEKTPOHHBIH

MOYTOBBIN SIIHUK BBITJISIUT CISAYIOIIMM 00pa3oM: UM TIOJIb30BaTeNs (@ UM IoMeHa. Takke
KpoMe Tiepefiaur MPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD MepeaBaTh (hanbl.

OcHognblie cogemul no He30nacnoll padome ¢ I1eKMPOHHON NOYMOUL:

1. Hano BbIOpaTh mpaBUiIbHBIA MOYTOBBIM cepBHC. B HHTepHETE €CTh OrpOMHBIA BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO Jy4YIlEe JOBEPSATh TEM, KOTO 3HAellb U KTO MEpPBbIN B
pEUTHHTE;

2. He yxaspiBaii B nuuHOM moute nuyHyro uHOpmanuio. Hanpumep, nydire BbIOpaTh
"My3bIKaJIbHBIA (haHaT@" wim "pok2013" BmecTo "temal3";

3. Hcnonp3yli 1ByX3TalHyO aBTOPU3ALMI0. JTO KOT/1a IOMUMO NapoJis HY’KHO BBOJUTH KOJ,
npucbuIaeMbii 1o SMS;

4. Boibepu crokHbIil mapoiib. s KaXkaoro IMOYTOBOTO SIMKA JOJDKEH OBbITh CBOM
HAJI)KHBIN, YCTOMYUBBIN K B3JIOMY apOJib;

5. Ecnu ecth BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMUHBIA BOIIPOC, UCIIOJIB3YH 3TY
BO3MO>KHOCTB;

6. Hcnonb3ylh HECKOJBKO TIOYTOBBIX SIIUKOB. IlepBbIii Jyii 4YacTHOW TIEPENUCKHA C

azipecaTaMu, KOTOPBIM Thl JOBEpsACIb. DTO 3JEKTPOHHBIM agpec HE HAaJI0 HUCIOJb30BaTh MpPH
peructpanuu Ha popymax u cailrax;

7. He otkpsiBaii (haiinbl U Apyrue BIOKEHUS B MUChMAXx, JIaXXe €CIIM OHM MPHUIILIA OT TBOUX
npy3ei. Jlydiie yTouyHU y HUX, OTIPABIISIIN JIM OHU TeOe ATH (aiiibr;
8. [Tocne okoHvyanusi pabOTHI HA TOYTOBOM CEpPBHCE TIEPE]] 3aKPHITUEM BKIAJIKH C CAUTOM HE

320y b HaXxkaTh Ha "BeiidTu".

Ku6epOy1iMHT MM BUPTYAJIbHOE M31€BATEIbCTBO

KubepOynnuHr — npecienoBaHue COOOMIEHUSIMHI, COAEPKAITIMH  OCKOPOJIeHHs, arpecculo,
3alyruBaHue; XyJIUTaHCTBO; COIMATbHOE OOMKOTHPOBAHNE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-
CEpBHCOB.

Ocnoenvle cosemul no 60pbvoe ¢ KUdEpoOyIIUHZOM:

1. He 6pocaiics B 60ii. Jlyummii crmoco6: mocoBeTOBaThCs Kak ceOs BECTH U, €CIH HET TOro, K
KOMY MOXHO OOpaTUThCs, TO BHauyaje YyCIOKOMThbCcA. Eciau Thl HayHeNIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO elie OOIbIe Pa30iKeIIb KOH(IHKT;

2. VYupasisiii cBoel KubeppemnyTaruei;



3. AnoHuMHOCTh B ceTu MHHUMas. CylecTBYIOT CIOCOObI BBIACHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crout BecTn Xynuranckuii 00pa3 BUpPTyalnbHOU KU3HU. IHTEpHET PUKCHUPYET BCE TBOU
JEUCTBUS M COXpaHSET UX. Y IaluTh UX OyJIeT KpalHe 3aTPpyIHUTEIBHO;

5. Coburonait cBOIO BUPTYAJIbHYIO Y€CTh CMOJIO/Y;

6. Urnopupyii enuHuuHbli HeraTuB. OIHOpPa30BbIE OCKOPOUTEIbHBIE COOOIIECHUS JIydlle
UrHopupoBatb. OOBIYHO arpeccus MpeKpalaeTcs Ha HadyaJlbHOM CTa/luu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILIEHHUSMHU, B COLIMAJIbHBIX
CETSIX €CTh BOBMOXHOCTh OJIOKMPOBKU OTHPABKH COOOILEHUH C ONpPEAEIEHHBIX aJpECcOB;

8. Ecim 11 cBugerens kubOepOyjuiMHra. TBOM — ACMCTBHUS:  BBICTYNUTh  IPOTHUB

mpeciieioBaresis, IMOKa3aTb €My, YTO €ro JACHCTBUS OIEHMBAIOTCS HETaTUBHO, MOJJIEPXKAaTh
KEPTBY, KOTOPOM HyXHa IICHUXOJIOTUYECKas IOMOIb, COOOIIUTH B3pOCABIM O (QakTe
arpecCUBHOTO NOBE/ICHUS B CETH.

MoOuibHbBII Tesie()oH

CoBpemeHHble cMapT(hOHBI U IMJIAHIIETH COJIEpKaT B ceOe BIONHE B3pOCIbIA (PYHKIIMOHA, U
TEIEepb OHM MOTYT KOHKYpHUPOBAaTh CO CTAallMOHAPHBIMU KOMIbIOTEpamMu. (OJHAKO, CpEICTB
3alUTHl ISl TOAOOHBIX YCTPOWCTB MOKa OYEHb Maylo. TeCTUPOBAHHME U MOUCK YS3BUMOCTEH B
HUX TPOUCXOJUT HE Tak HMHTeHCHMBHO, Kak ans IIK, To ke camoe kacaercss U MOOMIIBHBIX
MIPUIIOKECHUH.

COBpeMCHHBIe MOOHJIbHEIE 6pay3ep},1 YKC MPAKTUYCCKHU AOTHAJIMW HACTOJBHBIC aHAJIOrM, OJHAKO
paCcIupCHHUC (bYHKHI/IOHaJ'Ia BJICYET 3a COOOM 6OJ'II>H_Iy1-O CJIOKHOCTh 1 MCHBIIYIO 3alIUIICHHOCTD.

I[aneKo HC BCC TIIPOU3BOAUTCIIM BBIITYCKAIOT 06HOBJ'I€HI/IH, 3aKPbIBAIOIIUEC KPHUTUUYCCKHUC
YA3BUMOCTHU JIA CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETBI JJIA 0e30MacHOCTH MOOMIILHOTO Teﬂe(bOHaZ

Huuero He sBasgercs IMO-HACTOAIICMY OcCIUIaTHBIM. Ey,Z[I) OCTOPOKCH, BCIb KOI'Ja Tebe
InpeaiararoT OccIUTaTHBIN KOHTCHT, B HCM MOI'YT OBITH CKPLITBI KAKHC-TO INUIATHBIC YCIIYT'H,

Hywmaii,ipexxaedeMoTpaBuThSM S, hoTonnuBuaeo. TeITOUHO3HACIITE, [ICOHUOYAYTB KOHEYHOM
urore?

Heo6xo1mMo 0OHOBIISITH ONEPAIMOHHYIO CUCTEMY TBOero cMapTdoHa; Mcnonb3yi
AHTUBUPYCHBIE POTPAMMBI JJIsl MOOMJIBHBIX TelIe(hDOHOB;

He 3arpyxaii npusioxeHus: OT HEM3BECTHOTO UCTOYHHUKA, BEJIb OHU MOTYT COJIEPKaTh
BpPEJOHOCHOE MTPOrpaMMHOE 00eCrieYeHHE;

[Tocnie TOro Kak ThI BBIMICIIH C CAiTa, T/Ie BBOJMII JTUYHYIO HH(DOpMAIIHIO, 32l B HACTPOUKU
Opay3sepa 1 yaanu cookies;

[Teproaudecku poBepsi, Kakue MIaTHBIC YCIYyTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOit HOMep MOOMIIBHOTO Tele(OHA TOJIBKO JIOSM, KOTOPBIX Thl 3HACITH U KOMY
noBepsenib; Bluetooth nomkeH OBITH BBIKIIOYEH, KOTa ThI UM HE MoJb3yenbes. He 3a0biBait
WHOT/Ia TIPOBEPSTH

3TO.

Online-urpsei

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPAacOYHbIE, 3aXBaTHIBAIOIINE Pa3BICUCHUs, OObEIUHSIIONINE



COTHH THICSY YEJIOBEK MO BceMy MUpY. Urpoku HccienyoT JaHHBI UM MUp, O0IIAt0TCA IPYT C
JPYTOM, BBITIOJHSIOT 3a/IaHUsI, CPAXKAIOTCSI C MOHCTPAMU U TOJYYarOT OMBIT. 3a yIOBOJILCTBUE
OHM TUIATST: MOKYNAIOT JIUCK, OIJIAYMBAIOT AOOHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OMIIUH.

Bce aTu cpencrtBa uayT Ha MOAJEp)KaHUE U PA3BUTUE UIPHI, & TaKkKe HAa caMy 0e30HacHOCTb:
COBEPIIEHCTBYIOTCS CUCTEMBbl aBTOPU3ALIMU, BBITYCKAIOTCS HOBbIE MaTud (LU(POBBIE 3arlIaTKU
JUIS IPOTPaMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTOUT OITaCaThbCs HEC CTOJBKO CBOHX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJjisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpHU3alluN OOJBIIMHCTBA urp.

OcHogHble cogembl no 0E30NACHOCHU MBOE20 Uuz’poe6oco aKkKkaynma.:

1. Eciu npyroit urpok BeleT ceOsl IUNI0X0 WM CO3/1aeT TeOe HENPUATHOCTH, 3a0JIOKUPYl ero
B CIIMCKE UIPOKOB;
2. [Toxxanyiicst aIMUHUCTPATOpPaM WIPbl Ha IJIOXOE MOBEJIEHUE 3TOr0 UIPOKa, KeJIaTelIbHO

MIPUJIOKUTH KaKHE-TO JOKA3aTeJIbCTBA B BUJIE CKPUHOB;
3 He yxa3zpiBail muunyto uHbopMaluio B npodaiiie Urpbl;

4 YBakail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBail Heo(uMagbHbIe MAaTYU U MOJIBI,

6 Hcnonb3y¥ CIIOKHBIE U pa3HbIEC APOJIH;

7 Jlaxke BO BpeMs HUIPbl HE CTOUT OTKJIIOUYaTh aHTUBUpyC. lloka Tel urpaems, TBOWM
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT MU KPaKa JUYHBIX JaHHBIX

OOBIYHON KpakeW JeHEer W JOKYMEHTOB CETrOJHS Y)K€ HMKOTO HE YJMUBUIIL, HO C Pa3BUTHEM
WHTEPHET- TEXHOJIOTUH 3JI0YMBIIUICHHUKHA TIEPEMECTHINCh B MHTEPHET, M IMPOJOJIKAIOT
3aHUMAaThCA " TTFOOMMBIM" IEJIOM.

Tak mosiBMIIack HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WU (DUIIHHT, TJIaBHAS 1I€JTb KOTOPOTO
COCTOHT B IMOJyYECHUH KOH(PHUIACHIIMAIBHBIX TAaHHBIX MOJb30BaTENICH - JIOTUHOB W mapoJjei. Ha
aHTJIMACKOM si3bIKe phishing umraeTcs kak ¢umuHr (ot fishing - peiOHas noBis, password -
apoJb).

OcHoBHBIE COBETHI M0 00pbOe ¢ PUIIMHTOM:

1. Cneau 3a cBouM akkayHTOM. Eciu Thl mojj03peBacliib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HEOOXO0MMO 3a0JIOKUPOBATh €€ W COOOIIUTh aJMUHHUCTPATOpaM pecypca 00 3TOM KakK MOKHO
CKOpEe;

2.  Ucnonb3yit 6e3onacHbie BeO-CaliThl, B TOM YHCJIE, HHTEPHET-Mara3uHoB U MOMCKOBBIX
CHUCTEM;

3.  MUcnonp3yil cinoxHble W pazHble mapoiu. Takum oOpazoM, eciau TeOs B3JIOMAlOT, TO
37TOYMBIIIJIEHHUKHY MOJIy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO BCEM;

4.  Ecnu Tebs B3lOMalH, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no0aBJICHBI Y TEOS B JIPY3bsX, O TOM, UYTO TeOs B3JIOMaJId ¥, BO3MOKHO, OT TBOETO UMEHH OyJIeT
pacchlIaThCs CIlaM M CChUTKU Ha (PUIITMHTOBBIC CANTHI,

5. VYcranoBu HanexHbli mapoib (PIN) Ha MoOWIBHBIITENC)OH;

6. OtkiIoun coxpaHeHHe mapoiis B Opaysepe;

7.  He orkpsiBail (aiinel 1 Apyrue BIOXKEHHUS B MUChbMaX, JIaXKe €CJIM OHHM MPUIIUTH OT TBOUX
npy3ei. Jlydiie yTouyHu y HUX, OTIIPABIISLIN JIH OHU TeOe AT (aiibl.

Hudposas penyranus

[udpoBas pemytamusi - 3TO HEraTHBHAs WM TO3WTHUBHAs HH(Qopmanus B ceTd o Tebe.
Komnpomerupytomas uHopmanus, pa3MelleHHas B HHTEPHETE, MOXET Cepbe3HbIM 00pa3om
OTpa3uThCs Ha TBOEH peanpHOW xu3HH. "llndpoBas pemyranusa" - 3T0 TBOH UMUK, KOTOPBIU



(dbopmupyercs U3 HHPopMauu o Te0e B UHTEPHETE.

TBOoe MecTO KUTENbCTBa, y4eObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH Xapakrepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mOJIpPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJUMKAlMM JMYHOM HHpOpManuu B
HNHTepHeTe, HE MOHMMAsi BO3MOKHBIX ITOCIEACTBUM. ThI Jake HE CMOXKEIIb JOragaTbCs O TOM,
4T0 (hoTorpadus, pasMellleHHas 5 eT Ha3aj, crajga IPUYMHONW 0TKa3a NPUHATH TeOs Ha paldoTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii u Ipyrue JHCTBHUS MOTYT HE HUCUE3HYTh JaKe
MOCJIe TOTO, KaK Thl UX yJadullb. Thl HE 3HACIIb, KTO COXPaHWI 3Ty MH(OpMaIHio, monaia Jin
OHa B TIOMCKOBBIE CHCTEMBbl U COXpAaHWJIACh JM OHA, a TJIaBHOE: YTO IMOAyMarT O Tebe
OKpY>KaIOIMe JIIOAU, KOTOPbIe HAWIyT U yBUIAT 3To. Halitu nHpOpMannio MHOTO JIeT CIyCTs
CMOXET JI000M - Kak u3 JAOOPBIX MOOYXXJIECHHM, TaK U ¢ HAMEPEHUEM NPUYUHHUTH Bped. IDTO
MOXET OBITh KTO YT'OJIHO.

OcHognbie cosembl no 3augume yuPpoeou penymayuu:

1. [Toxymaii, mpexae yeM 4To-To MyOJMKOBATh U MepeaaBaTh y cedsi B 6Jiore iu B
COITMAJIbHOM CETH;

2. B Hactpoiikax npo@uiis yCTaHOBU OTpaHUYEHUS HA IPOCMOTP TBOETO MpOouUIs U ero
COJIEPKUMOTO, CIeNail €ro TOJIbKO "1 Apy3eit”;

3. He pasmemail 1 He ykaspiBail HHGOpMAIUIO, KOTOPask MOXET KOr0-TH00 OCKOPOJIATh WK
00MXKarth.

ABTOpCKOE NIPaBo

COBpeMeHHBIe IMIKOJBbHUKHW - AaKTHUBHBIC II0JIb30BATCIIN III/I(l)pOBOFO IIpoCTpPpaHCTBA. OI[H&KO
JAaJICKO HC BCC 3HAIOT, YTO IIOJIB30BAHHMC MHOI'MMH BO3MOXHOCTSIMH HI/I(l)pOBOl"O MHUpa Tpe6yeT
CO6J'IIOI[€HI/IH IIpaB Ha UHTCJUICKTYaJIbHYIO COOCTBEHHOCTb.

TepMun "MHTeIJIEKTyallbHas COOCTBEHHOCTh' OTHOCUTCS K  pPa3lIMYHbIM  TBOPEHUSM
YeJIOBEYECKOTO yMa, HauYMHasl C HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHI M YCIYrdM, M 3aKaHuuBasg KHHUTramu, GoTtorpagusiMu, KuHOPWIBMAMHU WU
MY3BIKQIbHBIMU TTPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha WHTEUIEKTYalIbHYI0 COOCTBEHHOCTh HA MPOU3BEJCHUS HAYKH,
JUTEPATypbl U HUCKYCCTBAa. ABTOpPCKHE IpaBa BBICTYMAIOT B KAadeCTBE TapaHTHH TOTO, 4YTO
WHTEJUIEKTYaIbHBIA/TBOPUYECKUI TPy aBTOpa HE OyJeT HampacHbBIM, JAacT €My CIpaBeUIMBBIC
BO3MOXHOCTHU 3apaboTaTh Ha pe3yjbTaTax CBOETO TPY/a, MOJYYUTh U3BECTHOCTh U MPHU3HAHUE.
Hukrto Ge3 pasperieHus: aBTopa HE MOXKET BOCIIPOU3BOIUTD €T0 MPOU3BEACHHE, PACIIPOCTPAHSITH,
myOJIUYHO JIEMOHCTPUPOBATh, MPOJaBaTh, HMMIIOPTHPOBATH, IyCKaThb B TMPOKAT, MyOIUYHO
UCIIOJIHATD, TOKA3bIBATh/UCTIONHATH B AdUpe Wi pa3meniats B UHTepHETE.

Hcnonb3oBanue "muparckoro” mporpaMMHOT0 00ECTIeUeHUsI MOKET MPUBECTH K MHOTHM PUCKAM:
OT TIOTEpPHU JTAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHUPOBKU TBOETO YCTPOMCTBA, /i€ YCTaHOBJICHA
HenerajgbHas mporpamma. He cTout Takke 3a0bIBaTh, YTO CYNIECTBYIOT JIETaJIbHBIE M OeCIIaTHBIE
MIPOrpaMMBbl, KOTOPbIE MOKHO HaTH B CETH.

O nopraJie

CeTeBUYOK.p} - TBOHM TJIaBHBIA COBETYHK B CETH. 371€Ch Tl MOXKEIb y3HaTh O O€30MacCHOCTU B
CeTH TMOHSATHBIM U JOCTYIHBIM $3BIKOM, a IpPH BO3HMKHOBEHHWH KPUTHUECKOW CHUTyaluu
00paTUTHCS 3a COBETOM. A Takke MPHUHATH y4yacTHE B KOHKypcax M CTaTh CaMbIM LU(POBBIM
rpaxAaHUHOM !
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